MILLBURY PUBLIC SCHOOL DISTRICT 

Staff Technology Acceptable Use Policy 

For purposes of this policy, “staff” refers to all Millbury Public School District employees, contracted service personnel, and any volunteers working within the District or schools.  It is the responsibility of the staff to read and abide by the rules of this Acceptable Use Policy, the Employee Handbook, and all other applicable school policies.  

In addition, “technology resources”, “computers”, “networks”, all refer to any and all equipment, service, or online resource, in whole or in part, owned, maintained, installed, or operated by or contained within the buildings or places of control of the Millbury Public School District.
Amendments and modifications to this policy may be approved by the school committee from time to time and will be posted for viewing.  
I. Introduction 

This Acceptable Use Policy shall serve as a statement on the appropriate use of any and all technology resources available to staff of the Millbury Public School District including, but not limited to, the Millbury Public School District computers, network, electronic mail system (e-mail), school and District provided websites and Internet  access.  It is the Millbury Public School District’s goal to promote educational excellence with the assistance of these technology resources. 

II. Responsibilities and Professional Performance

A. Telecommunications

Any telecommunication device (classroom or office telephone, cellular phone, etc.) provided by the Millbury Public School District is intended to be used for school-related business only. Personal calls should not be made on these devices unless prior permission is obtained from your respective supervisor. All telephone activity is logged and may be reviewed at any time.
Personal telecommunication devices are to be turned off and stored and text messaging is not allowed during working hours, unless prior permission from your supervisor has been obtained.

Any non-emergency calls made to any school office will be forwarded to voice mail or a message will be taken and placed in the staff member’s mailbox.  
B. The Internet    

The Internet is provided to staff as an educational resource and it is the Millbury Public School District’s intention that the use of the Internet be for that purpose and not for personal use. Internet access provides a vast array of immediately accessible invaluable resources. Along with this substantial educational benefit comes the potential to access online resources that includes information or material that lacks educational value and can be inaccurate, controversial, objectionable, offensive, defamatory and even illegal.
The Millbury Public School District does not condone the access or use of inappropriate materials at any time and prohibits the use of the Millbury Public School District technology resources to access such material.  While it is technically possible for the Millbury Public School District to filter the content of many of these inappropriate resources, it is ultimately the responsibility of the staff to assure that any access of material is appropriate for educational use. Therefore, all staff will be held responsible for ensuring that their activities conform to the letter and spirit of this acceptable use policy.
It is the tenet of the Millbury Public School District that the advantages of Internet access vastly outweigh any disadvantages and is, therefore, offered to the staff for appropriate educational use.
C. Millbury Public School District Web Sites
The Millbury Public School District’s web sites have been established to communicate events and information to staff, students, parents, and the community.  The Millbury Public School District encourages staff to utilize these web sites to reach out, inform, and create educational opportunities outside of school. Staff have a wide range of resources available to them to accomplish this goal and are not allowed to use personal websites or other unauthorized sites for their online school web presence or to support and further the mission of the Millbury Public School District.
In order to provide the proper message to the community, staff are required to abide by common sense guidelines when posting content on the Internet. This includes, but is not limited to, material that is educationally related, responsibly developed, professionally delivered, and correct for the target audience. Under no circumstances does the Millbury Public School District condone the use of copyrighted material without attribution and the express permission of the copyright holder nor does it allow inaccurate, controversial, objectionable, offensive, defamatory or illegal content on any of its web sites. Links to off-site resources that are not controlled by Millbury Public School District should be scrutinized thoroughly and on a regular basis to ensure they remain appropriate.
In order to maintain the safety of Millbury Public School District’s students, use of student work, pictures of students, or any other information that would allow for the identification of any student is strictly forbidden without the express written permission of the parent or guardian of any student concerned. A copy of this permission must be on file with the respective school building and is only valid for the school year in which it is was signed. All information about students posted online must comply with the Millbury Public School District’s policy on student records, the Federal Family Education Rights and Privacy Act, and any other applicable state or federal law. 

All online content may be inspected without notice to ensure that it conforms to this acceptable use policy as well as local, state, and federal laws. Any content that does not meet these requirements will be removed immediately and notice given to the staff member responsible.
D. Email

All Millbury Public School District’s staff are assigned an email account for the sole purpose of communicating with other staff, peers, parents/guardians, and in specific cases, students during the course of their employment.  Email should not be used for personal use. All email messages sent and received, including any attachment(s), are subject to the requirements of M.G.L. Chapter 66 and are not considered to be private. Therefore, all email correspondence, including any email attachment, is considered part of the public record and will be used as such and as required by law. All email messages are archived to conform to these requirements.
When communicating by email, staff members are representing the Millbury Public School District in an official capacity. All communication should be professional, respectful, and appropriate. Under no circumstances should any information be conveyed by email that would risk divulging any personal information. All communications must conform to any and all confidentiality guidelines as well as local, state, and federal laws.

Staff are expected to use common sense when replying or forwarding any email communication so that only the appropriate recipients will receive the information it contains and to ensure that all confidentiality is maintained. Under no circumstance should non-school related material be sent or forwarded (such as jokes, photos, etc.) through the Millbury Public School District’s email system.
All school-related email communications must be sent through staff school email accounts and staff are not allowed to use their personal accounts for school business.  Staff email accounts are accessible from any Internet-capable computer and should be used even when working outside the school on school related business.

Email messages to students, when necessary, are restricted to classroom related topics only. Staff are required to terminate any email communications that stray from the educational subject area and notify their building principal immediately of any instances that occur. 
E. Student Information System

The Millbury Public School District uses a student information system (SIS) to track student demographics, grades, attendance, and other confidential information. Staff are required to maintain strict, high levels of confidentiality with all information contained within this system as required by District policy and state and federal regulations.
Under no circumstances should staff allow access to the SIS information by unauthorized users. This includes, but is not limited to, casual or “over the shoulder” viewing of computer displays, unattended computers or print outs, or failure to log out of the SIS when not in use. Staff are forbidden to use any data contained within the SIS for unauthorized use such as sharing contact information, disclosure of health or legal alerts, divulging information to a non-custodial parent or any other use that violates local, state, or federal confidentiality.
F. Social Networking, Blogs, and Forums

The Millbury Public School District does not allow staff to publish content of any kind to any social network (such as Facebook, MySpace, Twitter, Friendster, etc.), blogs (such as local newspaper comment forums), or online message forums while using the Millbury Public School District’s technology resources. Exceptions to this rule may be granted to specific school-related activities and only with expressed written permission from the respective building principal.
Staff should be aware that their online behavior, whether posting as a staff member or on their own personal time, has the potential to reflect negatively upon the Millbury Public School District. While the Millbury Public School District recognizes the division between school and personal activities, staff are reminded to be cautious and to consider the ramifications of any public posting and how it might affect their professional reputation. Under no circumstances should any posting be represented as an official Millbury Public School District position or opinion unless authorized to do so.  All posts to online resources can be traced back to their original sender and are therefore not anonymous.
G. Instant Messaging

Communicating by Instant Messaging or chat rooms that are not exclusively provided and continuously logged by the Millbury Public Schools District is not allowed.  Since all electronic communication is subject to the requirements of M.G.L. Chapter 66 and therefore a public record, a copy of the message log must be maintained and archived.

Use of this technology is allowed outside of the above scope for staff who are actively engaged in online training, webinar sessions, and the like and only if related to school business or training.
H. Security and Passwords

Millbury Public School District has a legal requirement to protect all personal data (staff and student) that resides within our District. To that end, all staff must uphold any and all security methods that have been developed to protect this sensitive data.

Under no circumstances should staff divulge their password to anyone for any reason. All passwords are unique and are the first and most important security measure in place to protect files and computer access.  If, at anytime, a password or computer has been compromised or even suspected of being compromised, please contact the IT Department immediately.
Computers should never be left logged in while unattended. Staff must lock or log out of their computers when not in use in order to protect confidential data and files.  Students are not allowed to use staff computers under any circumstance. Staff should not display personal data on their computers if there is a chance that it could be seen by others who are not authorized to view the data.
When accessing technology resources from computers located outside of the District, staff need to be aware of the health of the computer they are using. Any computer used to access these resources must not be infected with spyware or viruses as these can easily compromise any security measures in place. Any of these infections can potentially steal passwords and other sensitive information that will compromise data security. Home computers should have up-to-date antivirus and antispyware programs that will actively and regularly scan their computers. 
Staff should limit the amount of school related data that leaves any school building to the most minimal amount. This data, whether residing on laptops, USB drives, email attachments, or any other method of transport, must be protected from loss or theft. Staff has an even greater responsibility to safeguard any information transported outside of our buildings so that it remains confidential.

H. Telephone Notification System
The Millbury Public Schools subscribes to a telephone mass notification system that allows authorized staff to communicate with staff and parents. Only those staff members specifically authorized by the Superintendent are authorized to use this system. Under no circumstances should it be used for non-school related communications without explicit authorization by the Superintendent.

All staff are required to periodically check and maintain current updates to their personal telephone numbers with the Superintendent’s office so that notifications will be delivered properly and timely.
I. Security and Security Cameras
School buildings have entry security systems to control access to the facilities. After hour access is available to authorized staff via security codes that will disable the security system and allow entry. Under no circumstances should staff share or borrow security codes, nor should they allow others to access the building by disabling the security system for them. It is the responsibility of the staff  who are on premise after hours to enable the security system prior to leaving the building.
The Millbury Public School District employs a security camera system within and around school buildings for the primary purpose of safety and protection of property. Staff understands and acknowledges that their activities may be recorded when present on school property and these recording may be viewed by appropriate District personnel as required. These recordings may be used as evidence in cases of staff misconduct.  
J. Millbury Public School District Equipment
The Millbury Public School District supplies technology resources and equipment to its staff for educational purposes. Use of these resources and equipment for recreational, personal, commercial, or other non-educational purposes is strictly forbidden. Staff will assume full responsibility and liability, whether legal, financial, or otherwise, for their actions when using the Millbury Public School District’s equipment.
In addition, staff will not intentionally cause any adverse performance to any equipment or network, including, but not limited to, intentional damage, failure to protect equipment from potential damage, deleting files, storing unnecessarily large files (such as music or videos), installation of unauthorized software, intentionally leaving equipment turned on when not in use, or any other action that would cause failure or deteriorated use of the Millbury Public School District’s equipment.
III. Privilege 

The use of the Millbury Public School District technology resources is a privilege and not a right.  Therefore, the Millbury Public School District offers no guarantee of availability of any technology resource or equipment. Use of any or all technology resource or equipment may be revoked, either temporarily or permanently, for any reason outlined in this Acceptable Use Policy.
IV. Intentional Violations 

The Millbury Public School District is aware that violations of this policy may occur under circumstances where the staff is involuntarily routed to sites containing inappropriate information or material. Upon arriving at such sites, it is the responsibility of the staff member to immediately exit such site as quickly as possible. The District is also aware that commercial vendors may secure E-Mail addresses of staff members and use these addresses to propagate or otherwise deliver viruses, worms, commercial advertisements, solicitations, etc., under circumstances where the staff member has no control, intention or desire to access or transmit the offending information or material. Accordingly, disciplinary action under this policy shall only result from willful and intentional violations of this policy. 

Notwithstanding, the Millbury Public School District reserves the right to discipline any staff member for violations of this policy where it is apparent that the staff member knew, or should have known, that violations of this policy were likely to occur as a result of the actions, or inactions, of the staff member in question. As soon as possible, staff shall take steps to delete the unwelcomed material and remove it from the District’s computer systems, unless the preservation of such material is necessary to pursue disciplinary action against another staff member or student.  Further, to the degree possible, staff should take appropriate steps to discourage and/or prevent further unwelcomed deliveries or transmissions, including, if necessary, reporting the situation to the IT Department so that appropriate steps can be taken to prevent further inadvertent and unintentional violations of this policy. 

V. Disciplinary Actions 

Staff violation of this Acceptable Use Policy and/or other Millbury Public School District policies shall result in, but is not limited to, one or more of the following: 

i. Restriction, suspension or revocation of access privileges; 

ii. Written warnings or a letter of reprimand in the personnel file; 

iii. Other remedies, such as suspensions and terminations as covered under Massachusetts law; 

iv. Referral to the appropriate legal authorities for possible criminal prosecution; 

v. Civil liability. 

VI. Privacy 

Staff have no rights of privacy with regard to their use of the Millbury Public School District’s technology resources, which includes but is not limited to, the Millbury Public School District computers, network, electronic mail system (e-mail), web sites and Internet access.  The Millbury Public School District retains ownership and possessory control of its technology resources.  The Millbury Public School District does not guarantee and staff should not have any expectation of confidentiality, privacy, security or ownership of the content of any information accessed, sent, received, created or stored thereon.  All staff should realize that electronic communications and other information sent through the Internet are accessible by third parties, specifically the Internet Service Provider.  

The Millbury Public School District networked technology resources are maintained and managed by the IT Department in such a way as to insure its availability and reliability in performing the Millbury Public School District educational mission.  Staff are advised that the Millbury Public School District’s technology resources are treated as a shared filing system, which means that in the ordinary course of business, pursuit of educational purposes, routine maintenance, or in the course of an investigation to protect the health, welfare and safety of the Millbury Public School District, its staff and students, a system administrator or other authorized Millbury Public School District staff member may, at any time, without advance notice to staff, monitor, access, modify, remove, review, retrieve and/or disclose the subject, content and appropriateness of any and all information stored or transmitted on Millbury Public School District technology resources, including information that may have been deleted but still exists on the system.  All staff are put on notice that deleted messages are never completely removed and may be retrieved or restored.   All staff shall frequently delete old files.  During routine maintenance the IT Department or designee may delete files stored on any of the Millbury Public School District technology resources. 

The Millbury Public School District makes no warranties of any kind, whether express or implied, for the technology services it is providing.  While the Millbury Public School District will make every effort to preserve data, the responsibility for it lies with the staff.  The District will not be held responsible for any damages staff may suffer, including but not limited to, loss of data resulting from delays, non-deliveries, misdeliveries or service interruption caused by its own negligence or a staff’s errors or omissions.  The Millbury Public School District specifically denies any responsibility for the accuracy or quality of information obtained through its technology resources.  All staff must fully understand that the use of any information obtained through the Internet is at their own risk.  

The Millbury Public School District reserves the right to record all Internet addresses and electronic communications accessed by staff.  Likewise, the District has the right to determine what information is posted on its web site and it will routinely monitor all technology resources in order to maintain their integrity and to ensure compliance with this policy.  Any and all violations of this policy detected by the IT Department will be reported to the school principal or appropriate District Administrator for disciplinary action.

VII.  Copyrighted and Other Proprietary Materials 

It is the intent of the Millbury Public School District to adhere to the provisions of the U.S. Copyright Act, and the license agreements and/or policy statements contained in software packages or other resources used by the Millbury Public School District.  All staff shall respect the copyright and proprietary interest of any materials accessed through the Millbury Public School District technology resources.  Staff may not duplicate copyrighted materials, graphics or software, including school owned software, without permission from the copyright holder, unless the use falls within the legal parameters of the Fair Use Doctrine, whether for personal use or for the use of others.  The improper duplication or use of copyrighted materials is a violation of this policy and is subject to disciplinary action, as well as possible civil liability and criminal prosecution. 

VIII. Complaints 

If violations of this policy occur all staff are required to immediately notify the school principal or appropriate District employee of the school where the infraction occurred, or where the staff person is based.  The school principal or appropriate District Administrator shall document all complaints in writing. The school principal or appropriate District Administrator shall conduct an investigation of the complaint and shall report any disciplinary action taken. 

 Staff who are disciplined as a result of this policy have the same appeal procedure as any disciplinary action, which is through the school principal or appropriate District employee, the Superintendent and the School Committee, or as outlined in their respective collective bargaining agreement. 

IX. Enforcement 

The Millbury Public School District uses a technology protection measures (such as web content filters, firewalls, etc.) to filter or block Internet access to some Internet sites that are not in accordance with District policy. 

The technology protection measure that blocks or filters access may be disabled by appropriate personnel upon request for bona fide research purposes by an adult.  Sites that are blocked yet are educationally appropriate and not in violation of District policy can be unblocked if reported to the IT Department. 
Logs created by any technology device can be used for the purposes of detection, identification, and enforcement of any part of this policy.

X. Exemptions 

The District recognizes that the job requirements of several positions may conflict with the specific language of this Policy. Accordingly, the Superintendent may exempt such positions from the policy as necessary to carry out their individual responsibilities. It shall be the responsibility of Superintendent to develop a list of exempt positions and to identify the specific sections of the policy that are inapplicable. An addendum shall be attached to the employee’s signed Acceptable Use Agreement Form indicating the nature and extent of the exemption. Among the positions recognized as entitled to an exemption are Superintendent, Building Principals, Business Manager and IT Director. Appropriate personnel will monitor use of the Internet to ensure enforcement of the policy. 

MILLBURY PUBLIC SCHOOL DISTRICT 

Acceptable Use Policy Agreement Form
THE FOLLOWING MUST BE COMPLETED BY ALL STAFF PRIOR TO ANY USE OF TECHNOLOGY RESOURCES. 

1.  I acknowledge that I have received, read, and fully understood the Millbury School District’s Acceptable Use Policy and that I agree to abide by the policies within.
2.  I fully understand that use of the Millbury School District’s “technology resources”, such as the District’s computers, network, email service, web site and Internet access are provided for educational purposes only. 

3.  I agree to immediately report any misuse of the District’s technology resources to the principal of the school where the infraction occurred, or where I am based. 

4.  I understand that any violation of the Millbury Public School District Acceptable Use Policy may result in the restriction, suspension or cancellation of access privileges and may result in other disciplinary action, civil liability or criminal prosecution by the appropriate authorities. 

5.  Amendments and modifications to this policy may be approved by the school committee from time to time and will be posted for viewing.  

Staff Signature:_______________________________ Date:___________ 

Staff Name:___________________________________ (please print) 
Final Approval:  10.12.2011
Status: Final
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